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(Payload o
Type 73k
DA v
'—T0
Bt w2k
<)
SAC Z A LT o Ol 2 O 2 Ol 2 (Ol 2 (Ol 2 (Ol 2
v bk
424
425
426
427
428

429
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5 EEBDOA - U%ERD VEERFD
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NELS OB S Challenge message % {2 L 7= fEL7= SAC I T T 5%,
% o Xy E—URARCKMLIZSS | SACITKTT 5, o A v —URGECKRY) LIZEEIE
< IOIHD o A= VREHC S LA DIHD
¢ DI D o Avb—URIHCRB LS A
S o Ay —URGEHIKK LI-HA T DB D
~ QBB
b Response | Q&% A.1.2 TH(B)DALH & FE4T 4 5 Vslheb 2
& Request o A v —URERCKRS LT BAIE
message KD
e o Avb— UREHCRI L 5AE
QDB S
Request elie 2 [valie= 2 A.1.2 THA0)DMLE A AT 5
message o A vb—UHGEEICHRS LI AT
b DB S
o A v—URFRCIM LS AI
ol 2
Encrypted | @I % [valie= 24 AL12 H(12)OMHZ FATL T, DI
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message
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41411
D
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EANE N4
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LD A
=YD
G ER
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SAC 4 A LT . (plte: 23 vslta: 2
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Al2 A yEe—UNHE

AETIE, A v B—VEZERIIT) A v —U0P %R,
DI TG 2 A v — IO HAR T — 4 o 22O, A-1 LI A-2 12T,
K D()>&DOF ST, KA vE—TYORZENHOFEEA R, LT, 0>

WCERBT %,
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@)
©)

6)
™

(10)
™

(12)

(13)

KIA-1 HR—L2 X (FEHD Request ZE#ckl57 585

DRM #—/3 | Z e

Challenge message

P
<

Response & Challenge message

»
»

Response & Request message

Reply message

[
>

Reguest message

P
<«

Reply message

¥Request message. Reply message D#viRL

Encrypted command message (Comm

P

it

<«

Encrypted command message (ACK)

@)

4
(5)

(8)
9)

(8)

(11)

(14)

@)
©)

6
™

DRM #— /% | Z A

Challenge message

<
<

Response & Challenge message

Response & Request message

[
»

Reply message

[
>

(12) e Encrypted command message (Commit)
(13) Encrypted command message (ACK)

KIA-2 HLks—b2 % (—oDRequest DAXET S 54

1)

(4)
®)

(8)
(11)

(14)
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469 (1) Challenge message ZX/5HFDZF S HEALEE

470 > Challenge message % 1E{1 %,

471 > DRM #—/3|Z Challenge message % %159 5.,

472 > Challenge message i D A vt —VZERHHLOREICE S,
473

474  (2) Challenge message #/5##?D DRM ¥ — ZLEE

475 > [MIPTV], 4.1.4.2 HOBEIZHEV Y, Challenge message DRFEEZTT 9,

476 > BREEA R L7234 . (3)Response & Challenge message 1415 i

477 DRM — LR & FATT 5,

478 > BREEA LI L723H4A . (16)Plain command message 25{EHF DRM H—
479 PNIER A FEATT D,

480

481 (3) Response & Challenge message X4 ? DRM ¥ — LB

482 > Response & Challenge message % {Fi9 %, Response & Challenge

483 message D A v E— /3T A —Z AT AU E LT IZRT,

484 < Signature : SinkRandomNumber & SourceEC-DHPhaselValue (Zxf L
485 THERT D,

486 > Z{E#%IZResponse & Challenge message % i4{59 %,

487 > Response & Challenge messagei= (5% D A v — U2 E/HHLOREICE D,
488

489 (4) Response & Challenge message Z/54FDZ (5 AR

490 > [MIPTV], 4.1.4.35HOHEIZHEV Y, Response & Challenge message D Rl %
491 172,

492 < RREEDHE) L7484, (5)Response & Request message i%/5 R D25
493 B A2 4T3 D,

494 > BEREDN R L7296, SAC Zf& T LT, SAC BARRTORIEBIZE 5,
495

496 (5) Response & Request message ZX/5-FDZ(GHELLEE

497 > by va R AERT S,

498 > Response & Request message % {Ef%3 5., SequenceNumber,

499 TransactionFlag, Request, MessageDigest |34k L7t v o a #E TR
500 71t73 %, Response & Request message D A v — /37 A —X|ZEHF
501 DALEE 2 LU IR,

502 < Signature : SourceRandomNumber & SinkEC-DHPhaselValue (2%} L
503 THRT 2,

504 < SequenceNumber : 1 % Response & Request message ([ZiXiE L, &
505 Fi4 2,

506 < TransactionFlag : Teven (00h) | % Response & Request message
507 iR E L. tRFFT 5,

508 < Request : Service Protocol D A vt — Y ZFET D,

509 <~ MessageDigest : ff5{LAT1 MessageDigest %[k < Response &

510 Request message D /X7 A —X nBAERT 5,

511 > Response & Request message {ER % IZPREF L TV 5 SequenceNumber %
512 14 %,

513 > Response & Request messages DRMY— NZE(ET %,
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514 > Response & Request messageit G D A v — V2GR HLOIRIEICE D,
515

516 (6) Response & Request message ZF/54F?D DRM ¥ — ZLEE

517 >  [MIPTV], 4.1.4.4 IHOBEIZHEVY, Response & Request message D Rl 2
518 T, By va VHEERERKRT D,

519 > RREEDSRRE L7235E . LT OMEZFTV, (7)Reply message i5{5 D
520 DRM H— ML 2 3479 5,

521 ® SequenceNumber & L C. [MIPTV], 4.1.4.4 THC SequenceNumber ®
522 HERRIZHWIEL D & 1 REVETH D 2 Z0kFFT 5,

523 ® Response & Request message @ TransactionFlag % f&Fi3 5,

524 ® Response & Request message 7> Service Protocol D A vt —T %
525 2,

526 > RREEA KB L7234A . (16)Plain command message 2EHF 7 DRM H-—
527 NP A FEATT D,

528

529 (7) Reply message Z/E5#D DRM #— SHLEE

530 > Reply message #1Ed %, SequenceNumber,

531 TransactionFlagRecordFlag. Reply, MessageDigest i3t > 3 a > 8 CTh

532 71t 35, Reply message D A v t— /3T A —F | ZEHT BB A LI

533 Y,

534 < SequenceNumber : £r+F L TV % SequenceNumber % 5,

535 <~ TransactionFlagRecordFlag : 00h # @ ET 5,

536 < Reply : Service Protocol ® A v t— TV ZRET D,

537 < MessageDigest : =1L MessageDigest % %< Reply message @

538 INT A=EMBERT D,

539 > Reply message 1% IZ£RFF L TV % SequenceNumber % 1 #8195,
540 > Reply message# S 5HIZ 5535,

541 > Reply messageik (5% DA vt —V%ERHLOREICED,

542

543 (8) Reply message ZFE-DZF5HAPE

544 > [MIPTV], 4.1.4.6 HOBUEIZHEV Y, Reply message DRFEZAT 9,

545 > BREEARY L2A. UL FOLEZ1TV, %{E9 5 Request 3 H 55
546 A1E(9)D Request message HMERFDZAGHELIR A FEIT L, KMET D
547 Request 2372 54 1% (11)Encrypted command message 55RO 15
548 B A2 1T 9 D,

549 ® {%FFL TV % SequenceNumber % 1 #1925,

550 ® TransactionFlag O K #s & R A2 1T 5., BIIE. tRFE L TV 5D
551 TransactionFlag 7% even (00h) ®#;A& 1% lodd (01h) | % . odd
552 (01h) DAL Teven (00h) | Z1RFFT D,

553 ® Reply message 7> 5 Service Protocol D # vt — V&4 5,

554 > BMREEDNRIL L7256, SAC & T LT, SAC BlARRTDIRIEICE 5,
555

556 (9) Request message X/FHFDF 5 HEAEE
557 > Request message #1ER3 %, SequenceNumber, TransactionFlag.

558 Request, MessageDigest X% v ¥ a #5135, Request message
559 DAY= T A =2 BT 0B % LI N IORT,
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SequenceNumber : £££F L CTV»% SequenceNumber % H\ %,
TransactionFlag : f&#f L T\ % TransactionFlag # H\ %,

Request : Service Protocol D A v &— T &R ET D,

MessageDigest : I 5{LHi D MessageDigest % [ < Request message
DINT A—BENBERKRT 5,

Request message 1ER1% (2 f#FF L TV % SequenceNumber % 1 #8195,
Request message % DRM $— ik (ET 5,

Request message EEHZ D A v — U2 ERHDOREIZE 5,

S

Y V V

(10) Request message /D DRM #— YL#F
>  [MIPTV], 4.1.4 55D EICHEV Y, Request messageDHFEZAT 9,

> BRREDSEE) LA, BLT OB EZTT\V, (7)Reply message {5 HFD
DRM H— ML A 4T3 5
® {£Ff L Tu 5 SequenceNumber % 1 #0145,
® {xfFL T\ % TransactionFlag % 5215 L 7= Request message @

TransactionFlag (225 ¥ L T %,

® Request message 75 Service Protocol D A vt — U &7 5,

> BEEAKI L-5A. LFOLEZ1TV, (17)Command 723

'ERRORJ @ Encrypted command message 5{5 7> DRM H— /3L

HA2EITT D,
® f{iFfL TV % SequenceNumber % 1 #0145,

(11) Encrypted command message /5D 2 (S HALEE

> Encrypted command message % {Fi%9 %, SequenceNumber,
TransactionFlag., Command. Status. MessageDigestiZt v o a - ## CH;
F1t9 %, Encrypted command message?® X v &— 8T XA —Z 2B 5
L 2 LTI RT,

SequenceNumber : f££F L TV % SequenceNumber % %,

Command : Commit] Zf&%Ed 5,

Status : [Success (0000h) | Z#F&%ET 5,

MessageDigest : 5 5L #T > MessageDigest % &< Encrypted

command message D/37 A — X NHERT 5,

» Encrypted command message {ER#% 12 PrFF L TV % SequenceNumber %
13 %,

> Encrypted command message % DRM¥— N2k %,

» Encrypted command messageix (5% D A v & —UZERFH DOIREBIZHE L,

S

(12) Encrypted command message 21547 DRM #— LB
> [MIPTV], 4.1.4.8 IO BEIZHEV Y, Encrypted command message DRFE%
179,
> RREEDEH) L7286, LR OB 21TV, (13)Command 28 TACK) @
Encrypted command message i£{5 D DRM H— LB A EI1T3 5,
® {fEFL T % SequenceNumber % 1 B4 2%
> BGEN R LTSE . LF OB 21TV, (17)Command 73
ERROR]| @ Encrypted command message {5 FF DRM H— 3L
a2 FTT D,
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606 ® {%FFL T\ % SequenceNumber %z 1 H3/N5 5%
607

608 (13) Command 2% /ACK/ ®Encrypted command message Z/5#F? DRM # — NZLEZ

609 > Encrypted command message% {3 %, SequenceNumber,

610 TransactionFlag. Command, Status. MessageDigestidt » 3 = # Tl
611 71t %, Encrypted command message® A vt — /8T A —Z (2T 5
612 RLEE 2 LA IR,

613 < SequenceNumber : £r#F L TV % SequenceNumber % 5,

614 < Command : [ACK] Z&&E7T 5,

615 < Status : [Success (0000h) | Z#FEET 5,

616 < MessageDigest : i =1L MessageDigest % &< Encrypted

617 command message D/3T A —Z NHERT D,

618 > Encrypted command message % Z G259 5.,

619 > SACZH T LT, SACBHAERIOIREIZE D,

620

621 (14) Encrypted command message 3Z/5#EDZ (5 BEALEE

622 > [MIPTV], 4.1.4.8TEDMHEIZHEV, Encrypted command message DfiFiE% 1T
623 25

624 > SACZ#T LT, SACBRIRRIDIRREIZE D,

625

626  (15) Plain command message FEEFDZ (5N

627 > [MIPTV], 4.1.4.7 HOBEIZHEV Y, Plain command message OfRFEE1T 9,
628 > SAC Z#& T LC, SAC BtsRIORIEICRE 5,
629

630 (16) Plain command message Z/54F?D DRM - — SHLEZ

631 > Plain command message % {Ef%7 %, Plain command message ® A v & —
632 UNTG A= ZIZET D E DL NIRRT,

633 < Command : ERROR| %#&ET 5,

634 < Status : A v E— Y OMGECTHEE L7 Status Zi% €T D,

635 > Plain command message %z 2 Z (25153 5,

636 > SACHEH& T LT, SACBIARID A v — U ERFH DIRIEICE D,

637

638 (17) Command 2% /ERROR/ @ Encrypted command message Z/5#? DRM #— 4L
639 B

640 > Encrypted command message % {Ef%3 5. SequenceNumber,

641 TransactionFlag, Command, Status, MessageDigestidt v 3 3 TR
642 1345, Encrypted command messaged A vt — 8T XA —Z T[T 5
643 LB Z LA IR,

644 < SequenceNumber : ffFf L TV % SequenceNumber % V5,

645 ¢ Command : [ERROR| Z#ET 5.

646 < Status : A v — Y OMGETHETE L 7= Status 2% ET 5,

647 < MessageDigest : f5{LAT10 MessageDigest % [ < Encrypted

648 command message D/37 A —H INGAERRT D,

649 > Encrypted command message % Z {5142 45T 5,



650
651

652

653
654
655
656
657
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660
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» SACZ#T LT, SACBHIARHID A v & —VZERDLOREIIE D,

A.2 SAC & Service Protocol 2H W =2—4 2 X

AHiTIiX., SAC & Service Protocol % 7= —4 A L LT, ContentKey Hif5 %
fifE 3 5,

A-3 12 DRM H#—% - Z{ZH[M D ContentKey BUGS— 47 A &R,

2%, K ContentKey Hiff s —7% > A%, ContentKey THf 5L &4, ==F v % k
RV F XYy A N TEESNDI LT UV AR, ZERICHEIET -0, HE
ContentKey % i34 5 JHHE~Dii il 2 M54 5 b D Th 5.

DRMH—/\

M
i
&

Challenge message

<
<

Response & Challenge message

> SACHESL

Response & Request message

>
<

Reply message ContentKeyHuf5

»
»

Encrypted command message

l

Encrypted command message SAC#T

\4

X A-3 ContentKey Ji7¢s—2 2 X

ContentKey Buf§ > —747 » AIZHENL D | & {5H1E UsageRuleReference & DRM #—
XD URI 245 - tr¥F9 5, 723, UsageRuleReference <> DRM H#—/3d URI O
BUASICEA S 2 AARIIAZ TITHE L2 v,

1. SAC #S7 : [MIPTV], 4.1 i Secure Authenticated Channel (SAC) Protocol THi
EINbd7 v haick b, ZEHIE DRM — & ORI CHAGRFEEZITV,
SAC ZHENLT D,

2. Contentkey Bt/ : [MIPTV], 4.2.1 T8 Get Permission Protocol THE S5 7
b2 KV, Z{ERIT ContentKey BUSZER 217V, DRM — 3005
ContentKey & RenderingObligation % fif59 %, 723, ContentKey Huf5 &
Datetime % [RIFRFIZHUS 3 53554, [MIPTV], 4.2.3 15 Packed Message Protocol
THEINS 71 havzfnsg,

3. SAC 7T : ContentKey Hif5#%. [MIPTV], 4.1 i Secure Authenticated Channel
(SAC) Protocol THIESN D 7' v h /L LY, DRM H—- 3% Command 73
ACK @ Encrypted command message # {5 L7272, Z{5#%i% Command 7%
ACK @ Encrypted command message %515 L7242, SAC Z##& T 5%,
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685
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687
688

689

690

691
692
693
694
695
696
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698
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LI ko ContentKey Bufgs —47 > A2 k0| Z{5H1E ContentKey & %fi57 %
RenderingObligation % Hf53 %,

ZD%, ZEKIT, ar T oY= \NEar TV EA RN = TR D,
27 V% ContentKey TIEES L CHAINS, Z DS, RenderingObligation (2
WS TR EAT 5 BN B D,

2B, ZIEHITES L7z ContentKey, Datetime %, HuS L7zE S CRIAARETH 5,
e~ T, SAC ¥ THIIZ, HUS#H A D ContentKey, Datetime ZF|H L TH kv,

F7-. ContentkKey O MZBI L Tix, [IPTVCRVOD], 4 EOMEE SO Z &,

A3 X E—Df

A3.1 HTTP DX vE&— D]

ARIETILZEH E DRM Y— 3L OEED HTTP ~ v ¥ Of% SAC DAL IR,
AETRIFEITIE, UTFTEZEELTWD,

® DRM #— 37K A M4 1E www.iptv.jp

® Cookie 3 0000000000000001

72%. Cookie Z W e WEEIE, LIKIZ R340 Set-Cookie 35 L OF Cookie [T/~
ThD,

=875 Challenge message # %57 256
POST /HTTP/1.1
Host: www.iptv.jp
Content-type: application/octet-stream
Content- Length: 1039

DRM #—37> Response & Challenge message %= %57 556
HTTP/1.1 200 OK
Set-Cookie: JISESSIONID=0000000000000001
Cache-Control: no-cache
Content-type: application/octet-stream
Content- Length: 1321

Z{ZH7>5 Challenge message LIS D A v —TV 2 RET HHE
POST /HTTP/1.1
Host: www.iptv.jp
Cookie: JSESSIONID=0000000000000001
Content-type: application/octet-stream
Content- Length: 236

DRM #—,3/> 5 Response & Challenge message IS D A~ — V2R ET H56
HTTP/1.1 200 OK
Cache-Control: no-cache
Content-type: application/octet-stream
Content- Length: 124

A.3.2 SAC D A oE&—T DH|

ARIETIL SAC D A v E—T Dl %77,

B, A XDOKE\VWIT X —% (SinkCertificate. SourceCertificate 72 &) & EHA
XV AERT H/37 A —% (SourceEC-DHPhaselValue, Signature 72 &) %, &


http://www.iptv.jp/
http://www.iptv./
http://www.iptv./
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731
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733

734

735

736
737
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739

740

741
742
743
744
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746
747
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DR EEME Lz, £72, LTFTORF DO Ny T o FENICEEH S 0TV A EIZRE 51k
BIODE Z7~RT,

A.3.2.1 Challenge message
1001byte @ SinkCertificate % #%##% L 7= Challenge message O fi% 3 A-3 1277,

Z A-3 Challenge message 2%/

Byte index IRNT RA— R K, il 16 HEF
0-3 ProtocollD 49505456 ([l E 1)
4-5 ProtocolVersion 0100 ([ &)

6-13 SenderlID. 1001000000000000
14-15 PayloadType 0001 ([ &)
16-19 PayloadSize 0000034C

20-35 SinkRandomNumber (M)

36-37 SinkCertificateSize 03E9

38-1038 SinkCertificate (1)

A.3.2.2 Response & Challenge message

1171byte @ SourceCertificate Z#%#1 L 7= Response & Challenge message i % 7%
A'4 G:i_\.wg“o

Z# A-4 Response & Challenge message 247/

Byte index IRG A —H K, i - 16 K7L

0-3 ProtocollD 49505456 ([# E )

4-5 ProtocolVersion 0100 ([ EfHE)

6-13 SenderlD 0000000000000000 ([#HE
fiE)

14-15 PayloadType 0002 ([ E 1)

16-19 PayloadSize 000003BC

20-35 SourceRandomNumber ()

36-91 SourceEC-DHPhaselValue | (1)

92-147 Signature ()

148-149 SourceCertificateSize 0493

150-1320 SourceCertificate €79)

A.3.2.3 Response & Request message
GetPermission Request % #:#4 L 7= Response & Request message D il % 3 A-5 (2
NG I
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# A-5 Response & Request message D4/

Byte index IRT A — B K, i - 16 R

0-3 ProtocollD 49505456 ([ E1fH)
4-5 ProtocolVersion 0100 ([ &)

6-13 SenderID 1001000000000000
14-15 PayloadType 0003 ([ & 1)
16-19 PayloadSize 000000D8

20-75 SinkEC-DHPhaselValue (1)

76-131 Signature (Bms)

132-135 EncryptedDataSize 00000064

136-138 SequenceNumber 000001 ([ & fE)
139 TransactionFlag 00 ([&E EfH)
140-203 Request A33.12HAEZZHDOZ &
204-235 MessageDigest (B HE)

A.3.2.4 Request message
%D Request & #2459 534 D GetPermission Request % k& L 7= i 0] D
Request message Ol % 3 A-6 (27”7,

# A-6 Request message Df)

Byte index IRTGRA—HK, fiE 16 G

0-3 ProtocollD 49505456  ( [iE] & fiE)
4-5 ProtocolVersion 0100 ([ EfH)
6-13 SenderlD 1001000000000000
14-15 PayloadType 0004 ([ E 1)
16-19 PayloadSize 00000068

20-23 EncryptedDataSize 00000064

24-26 SequenceNumber 000003

27 TransactionFlag 01

28-91 Request A33.12HEZZHDOZ &
92-123 MessageDigest (BHE)

A.3.2.5 Reply message
Get Permission Reply % ¥ L 7= Reply message Ol % 3 A-7 (Z~7,



767

768
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773

774
775
776
777
778
779
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785
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787
788
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Z A-7 Reply message O#)

Byte index IRNT RA— R K, il 16 HEF

0-3 ProtocollD 49505456 ([l & fiE)

4-5 ProtocolVersion 0100 ([ & 1)

6-13 SenderID 0000000000000000 ([ &
i)

14-15 PayloadType 0005 ([ &)

16-19 PayloadSize 0000004A

20-23 EncryptedDataSize 00000046

24-26 SequenceNumber 000002

27 TransactionFlagRecordFlag | 00

28-61 Reply A33.13HEAZMDZ L

62-93 MessageDigest (B HE)

A.3.2.6 Plain command message

Status & L C Error other than the below % #%#4 L 7= Plain command message M 13
3 A-8 IR,

£ A-8 Plain command message 2#/

Byte index INT A —H K, B - 16 EREL

0-3 ProtocollD 49505456 ([ E1iH)

4-5 ProtocolVersion 0100 ([ EfH)

6-13 SenderlID. 0000000000000000 ([#H &
fiE)

14-15 PayloadType 0006 ([ E 1)

16-19 PayloadSize 00000004 ([ & fiE)

20-21 Command 0002 ([ E 1)

22-23 Status 8001

A.3.2.7 Encrypted command message

Status & L C Error other than the below % 1 L 7-# %t Request % #5553 5
it D) Request message (%17 % Encrypted command message D % 3%
A-9 TR,
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794
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797
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800

801
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803
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Z# A-9 Encrypted command message 4/

Byte index IRNT RA— R K, il 16 HEF

0-3 ProtocollD 49505456 ([l & fiE)

4-5 ProtocolVersion 0100 ([ &)

6-13 SenderlD. 0000000000000000 ([ E
i)

14-15 PayloadType 0007 ([& E i)

16-19 PayloadSize 0000002C ([ E1H)

20-23 EncryptedDataSize 00000028 ([ EfH)

24-26 SequenceNumber 000004

27 TransactionFlag 00

28-29 Command 0002

30-31 Status 8001

32-63 MessageDigest (B W)

A.3.3 Service Protocol ® X & — D)
AETIZ[MIPTV], 4.2 Hi THLE &5 Service Protocol D A v — 2 Ol & 7179,

A.3.3.1 Get Permission Protocol
ARIEHTIE, [MIPTV], 4.2.1 IH THLE &1 5 Get Permission Protocol D A v & — 4l

R,

A33.11

Devicelnformation

[MIPTV], 3.2.2 TH CTHE &5 Devicelnformation D% % A-10 (28T, Z O

IZ Get Permission Request A vt — IS5,

Z#A-10 Devicelnformation @ #j

Byte index INT A —H 4 & ;16 EFRF

0 Marlin IPTV-ES 01 (FEEfE)
SpecificationVersionMajor

1 Marlin IPTV-ES 00 ([ E1fH)
SpecificationVersionMinor

2 Capabilities 00 ([EEfH)

3-4 Manufacturer 1001

5-6 ManufacturerModel 0000 (& &)

7 ManufacturerModelVersion | 00 (& EfE)
Major

8 ManufacturerModelVersion | 00 (& &A1)
Minor

0-11 Reserved 000000 ([ &A1)




804

805
806
807

808

809

810
811

812

813

814
815
816
817
818
819
820
821
822
823
824
825
826
827
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A.3.3.1.2 Get Permission Request
[MIPTV], 4.2.1.2 TH CTHIE S 115 Get Permission Request A v &— Y Of %25 A-11
(R N S
# A-11 Get Permission Request < » & — "D f)

Byte index INT R — R A, i : 16 KT

0-1 ProtocolVersion 0100 ([& &)

2-3 MessagelD 0001 ([ EAfi)

4-15 Devicelnformation A33.1.1HEZR

16-31 UsageRuleReference 47T 00

32 ActionID 01 ([&E1fE)

33 ActionParameter FF (& EE)

34-35 SpecificCRID 0000 ([ EfH)

36 PrivateDataTag 00 ([EHEfH)

37-63 PrivateData 2T 00 ([EEfH)
A.3.3.1.3 Get Permission Reply

[MIPTV], 4.2.1.3 I CHLE S5 Get Permission Reply A~ &—Y Ol %3 A-12 12
Y,

#A-12 Get Permission Reply x » & — "D

Byte index INT R — B A, fifi : 16 KT

0-1 ProtocolVersion 0100 ([&E EfH)

2-3 MessagelD 0002 ([ E 1)

4-5 Status 0000

6-21 ContentKey 47T 00

22-23 ExtractinfoSize 0A ([E7EfH)

24-27 NotBefore 00000000 ([ & iE)

28-31 NotAfter 00000000 ([ & 1iE)

32-33 RenderingObligation A.3.3.1.4 IHEM
A3.3.14 Output Control Information

[MIPTV], 4.2.1.4.1 TH CHE =415 RenderingObligation (Output Control Information)
DOF % F A-13 (TR,



828

829

830
831
832

833

834
835
836

837

838
839

840
841

842

843

844
845
846
847
848
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Z A-13 RenderingObligation @47

Bit index T R — R K iE - 2 #ERFE
0-1 DigitalRecordingControlDat | 11 ([#E{K)

a
2-3 CopyControlType 01 (& 1fH)
4-5 APSControlData 01
6 ImageConstraintToken 1 (EEfE)
7 RetentionMode 0 (&)
8-10 RetentionState 111 (EEfH)
11 EncryptionMode 1 (EEfE)
12-15 UserDefined £T0o (FEEHE

A.3.3.2 Get Trusted Time Protocol

ARIETIX, [MIPTV], 4.2.2 IETHE X1 5 Get Trusted Time Protocol D A~ & —
Bl & =9,

A.3.3.2.1 Get TrustedTime Request

[MIPTV], 4.2.2.2 THTHIE 115 Get Trusted Time Request A v &— Y O % %
A-14 |2~ T,

#A-14 Get Trusted Time Request X - &— "D f]

Byte index NG A —H K B - 16 EREL

0-1 ProtocolVersion 0100 ([&H EfH)

2-3 MessagelD 0003 ([ & 1)
A.3.3.2.2 Get Trusted Time Reply

[MIPTV], 4.2.2.3 THIE 415 Get Trusted Time Reply A v &— D %5 A-15 |Z
NG I

#A-15 Get Trusted Time Reply X > & —"D 4]

Byte index INT R — B A, i @ 16 HERFL
0-1 ProtocolVersion 0100 ([&H EfH)
2-3 MessagelD 0004 ([# EAfi)
4-5 Status 0000

6-9 Datetime 4B3CCABD

A.3.3.3 Packed Message Protocol

AETIX, [MIPTV], 4.2.3 IH THLE S 415 Packed Message Protocol D A v & — U4l
BT,



849

850
851
852

853

854

855
856
857

858
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Packed Message Request

25-Apr-2012

[MIPTV], 4.2.3.2 THCTHIE S5 Packed Message Request (Z#&#59- % Request 73
A3.3.1.2TH L A3.3.2.1HDLGAEDH #F A-16 |27,

# A-16 Packed Message Request < > &— "D f

Byte index IR A— R & - 16 K7L
0-1 ProtocolVersion 0100 ([ &)
2-3 MessagelD 0101 ([& Efi)
4-5 NumberOfRequestMessag | 0002 ([& 1)
eBoxes
6-7 RequestMessageSize 0040 ([& &)
8-71 RequestMessage A.3.3.1.2 IHE M
72-73 RequestMessageSize 0004 ([& EAfH)
74-77 RequestMessage A.3.3.2.1 IS
A.3.3.3.2 Packed Message Reply

[MIPTV], 4.2.3.3 THCHIE &% Packed Message Reply A v+ —3CA3.3.3.1H
(2 U TIRET 256 00 2% A-17 IR,

# A-17 Packed Message Reply < » & —"Df)

Byte index IRT RA—B L, fill - 16 R
0-1 ProtocolVersion 0100 ([& E1H)
2-3 MessagelD 0102 ([ EfH)
4-5 Status 0000

6-7 NumberOfReplyMessageB | 0002 (& & 1)

oxes

8-9 ReplyMessageSize 0022 ([ E1H)
10-43 ReplyMessage A.3.3.1.3 IS
44-45 ReplyMessageSize 000A ([ EfH)
46-55 ReplyMessage A.3.3.2.2 IS




